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The technology market 
intelligence platform.

CB Insights software lets you predict, discuss and 

communicate emerging technology trends using data 
in ways that are beyond human cognition.
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The most publicly reference-able customers of anyone in the industry

A FEW OF OUR HAPPY CUSTOMERS

Kate Barrett

Director, New Enterprise Associates

“With CB Insights we can quickly and reliably 
aggregate data across the investing landscape, from 
sector trends to financing activity. The intuitive user 
interface and robust set of features have made it a 
go-to resource for our team, and the customer 
support is second to none...”
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ABOUT THE PRESENTER

Tech Industry Analyst, CB Insights

Focuses on cybersecurity; additional topics include marketing tech, 
travel tech, edtech, and venture capital trends

Published research and data analysis has been featured in The New 

York Times, CNN, and The Wall Street Journal, among other major 
media outlets

Previously worked as an Associate in the Wamda Research Lab in 

Amman, Jordan and Beirut, Lebanon

Graduate of Denison University 12’ (B.S.), and MIIS 14’ (M.A.) 
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We define cybersecurity as tech-enabled 
companies that offer products and services for 
which the primary use case is the protection of 
digital and/or physical assets from unauthorized 
access and malicious use by cyber criminals. 
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Cybersecurity funding:

$13.2 BILLION
across

1,629 DEALS
since 2012
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2016 ON PACE FOR 

RECORD DEAL COUNT

Investors have steadily 

funneled more capital into 
cybersecurity, with deals 
and dollars peaking in 

2015, and falling off 
slightly this year.
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QUARTERLY DEALS HIT 

TRIPLE DIGITS SINCE 
Q4’15

In Q3’16, deals reached 

111, the highest quarterly 
deal count on record and 
roughly 2x the quarterly 

activity seen in the 
beginning of 2012.

Q3’16 saw the 2nd most 
money invested; with one 

mega-deal -- a $180M 
Series A obtained by 
StackPath. The majority, 

(95%) of deals in Q3’16 
were for under $50M.   

www.cbinsights.com 12

CYBERSECURITY QUARTERLY FINANCING HISTORY
Q1’12 – Q3’16 
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17% 17% 16% 15%
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Seed / Angel Series A Series B Series C Series D Series E+ Other

EARLY-STAGE DEAL 

SHARE STRONG

After spiking in 2014, 

early-stage (seed to 
Series A) investments 
have consistently 

accounted for nearly 60% 
of all deals in the space.

The largest seed deal 
this year ($6.3M) was 

obtained by CYBRIC, in 
October. 

www.cbinsights.com 13

CYBERSECURITY DEAL SHARE BY INVESTMENT STAGE
2012 – 2016 YTD (12/2/2016)
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NEA ON TOP WITH 19+ 

UNIQUE INVESTMENTS 
SINCE 2012

a16z, backed the most 

cybersecurity unicorns. 
Including: Tanium 
($3.7B), Okta ($1.2B), 

Lookout ($1B), and 
Illumio ($1B). 

CVCs in the top ten 
include: Intel Capital and 

Google Ventures. 

www.cbinsights.com 14

CYBERSECURITY MOST ACTIVE VC INVESTORS
2012 – 2016 YTD (12/2/2016)

Rank Investor Select Investments 

1 New Enterprise Associates (NEA) CloudFlare, Code42 Software, Virtru

2 Accel Partners Crowdstrike, Tenable Network Security, Vectra Networks

3 Bessemer Venture Partners Endgame, Bastille Networks, CloudLock 

4 Intel Capital Mocana, Bromium, ForeScout Technologies 

5 Andreessen Horowitz (a16z) Tanium, Okta, Lookout, Illumio 

6 Kleiner Perkins Caufield & Byers Carbon Black, Alien Vault, Shape Security 

7 Norwest Venture Partners MobileIron, ClearDATA, Exabeam 

8 Lightspeed Venture Partners Zscaler, Netskope, enSilo 

9 Google Ventures Duo Security, Anomali, Ionic Security 

10 Sequoia Capital Okta, Carbon Black, Security Scorecard 

10 Trident Capital HyTrust, AlienVault, Mojo Networks
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NEA ON TOP WITH 14+ 

UNIQUE INVESTMENTS 
SINCE 2012

NEA tops both lists of 

active cybersecurity 
investors

www.cbinsights.com 15

CYBERSECURITY MOST ACTIVE EARLY-STAGE VC INVESTORS
2012 – 2016 YTD (12/2/2016)

Rank Investor Select Early-Stage Investments 

1 New Enterprise Associates (NEA) Stormpath, DataVisor, Veriflow Systems 

2 Andreessen Horowitz (a16z) CoreOS, Illumio, Pindrop Security 

3 Accel Partners CoreOS, Airwatch, Tenable Network Security, 

4 Google Ventures CoreOS, Synack, Ionic Security 

5 Norwest Venture Partners Exabeam, Palerra, Workspot

6 Kleiner Perkins Caufield & Byers CoreOS, Area 1 Security, Shape Security

7 CIT GAP Funds Distil Networks, Threat Quotient, Cyph
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TENABLE ON TOP

Tenable Network 

Security has raised the 
most money. Tanium is 
in second, followed by 

Lookout. 

www.cbinsights.com 16

CYBERSECURITY MOST WELL-FUNDED COMPANIES
2012 – 2016 YTD (12/2/2016)

Rank Company Funding
($M)

Valuation / 
(multiple of 
capital invested)

Select Investors

1
Tenable 
Network 
Security

$302 n/a Accel Partners, Insight Venture Partners 

2 Tanium $295 $3.5B/ (12x)
Andreessen Horowitz, Institutional Venture Partners, TPG 
Growth

3 Lookout $281 $1.3B/ (4.6x) Khosla Ventures, Accel Partners, Index Ventures

4 OpenPeak $233 n/a Blackstone Group, GMG Capital Partners, RRE Ventures 

5 Okta $229 1.11B/ (5x) Andreessen Horowitz, Greylock Partners, Khosla Ventures 

6 Carbon Black $191 n/a .406 Ventures, Kleiner Perkins Caufield & Byers, Accomplice

7 CloudFlare $182 $1B/ (n/a) 
Venrock, New Enterprise Associates, Pelion Venture 
Partners

8 StackPath $180 n/a ABRY Partners 

8 Mobi Magic $180 n/a Frees Fund, Qihoo 360 Technology

10 Cylance $177 $1B/ (5.6x) Khosla Ventures, Fairhaven Capital, Blackstone Group



#CBIcybersecurity

SEVEN CYBERSECURITY 

UNICORNS

AVAST, located in the 

Czech Republic is the 
only non-US unicorn

Cylance, Lookout, and 
CloudFlare have the 

most backing from 
corporations 

Cylance is the only 
cybersecurity unicorn to 

emerge in 2016

www.cbinsights.com 17

CYBERSECURITY COMPANIES VALUED AT $1B+  
2012 – 2016 YTD (12/2/2016)

•Select Investors: Executive Press, Nor-Cal Invest, Institutional Venture Partners, 
Andreessen Horowitz, Geodesic Capital 

Tanium (USA) 

$3.5B -- 3/31/2015

•Select Investors: Webb Investment Network, Sequoia Capital, Khosla Ventures, 
Greylock Partners, Glynn Capital Management, Andreessen Horowitz  

Okta (USA)  

$1.11B – 9/8/2015

•Select Investors: UV Partners, Venrock, Union Square Ventures, Pelion Venture 
Partners, New Enterprise Associates  

•CVC Investors: Qualcomm Ventures, Microsoft, capitalG, Baidu 

CloudFlare (USA) 

$1B -- 12/1/2012

•Select Investors: InstantScale Ventures, Data Collective, General Catalyst Partners, 
Formation 8, Andreessen Horowitz, Accel Partners, 8VC 

Illumio (USA) 

$1B -- 4/14/2014

•Select Investors: Summit Partners (Growth Equity), CVC Capital Partners (Private 
Equity)   

AVAST Software (CZ) 

$1B – 2/5/2014

•Select Investors: Lowercase Capital, Trilogy Equity Partners, Millennium 
Technology Value Partners, Greylock Partners, Mithril Capital Mgmt., Khosla 
Ventures, Index Ventures, Andreessen Horowitz, Accel Partners  

•Select CVC Investors: In-Q-Tel, Orange-Publicis Venture Fund, Qualcomm Ventures,  
Deutsche Telekom Strategic Investments 

Lookout (USA)

$1B – 8/13/2014

•Select Investors: Ten Eleven Ventures, Khosla Ventures, Fairhaven Capital, DFJ 
Growth Fund 

•Select CVC Investors: In-Q-Tel, Dell Ventures, Citi Ventures, Capital One Growth 
Ventures 

Cylance (USA) 

$1B – 6/8/2016



#CBIcybersecurity

SURVEYING THE MARKET 
SECTORS, SELECT STARTUPS
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ELEVEN MARKET 

SECTORS

Four sectors showcase at 

least one unicorn valued 
at $1B+. Mobile Security 
has three: Okta, Lookout, 

and Avast Software. 

The startups included are 
mainly addressing 
Network and Endpoint 

Security, along with other 
niche market segments 
such as Deception 

Security, Quantum 
Encryption, and more.

www.cbinsights.com 19

CYBERSECURITY MARKET MAP
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SPOTLIGHT: 

DECEPTION SECURITY 

Companies like illusive 

networks can identify and 
proactively deceive and 
disrupt attackers before 

they can cause harm

www.cbinsights.com 20

CYBERSECURITY MARKET MAP
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SPOTLIGHT: QUANTUM 

ENCRYPTION 

Startups like Post-

Quantum offer encrypted 
wireless and data 
communications 

technology that relies on 
the science underlying 
quantum mechanics.

www.cbinsights.com 21

CYBERSECURITY MARKET MAP
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FIVE SECTORS IN IOT/ 

IIOT CYBERSECURITY 

We used the CB Insights 

database to identify 70+ 
private companies at the 
intersection of 

cybersecurity and 
connected hardware

There’s been a big uptick 
in early-stage companies 

in this market in recent 
years. In fact, over half 
(56%) of the companies in 

our map received 
Seed/Angel financing in 
the last three years

www.cbinsights.com 22

IOT/ IIOT CYBERSECURITY MARKET MAP
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SPOTLIGHT: 

CONNECTED DEVICES

Companies in this 

category include 
MedCrypt which offers 
the ability to manage all 

the digital keys needed for 
users to securely access 
medical devices.

www.cbinsights.com 23

IOT/ IIOT CYBERSECURITY MARKET MAP
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STALKING THE SMART MONEY 
FINANCING HISTORY, ACTIVE INVESTORS
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FEWER SMART MONEY 

DOLLARS IN 
CYBERSECURITY 

By year-end, 2016 is on 

track to see 56 deals with 
smart money VCs 
involved, deals that 

together are projected to 
account for nearly $1.2B 
in funding. Last year we 

saw these VCs involved in 
56 deals worth nearly 
$2B. 

www.cbinsights.com 25

CYBERSECURITY SMART MONEY ANNUAL FINANCING HISTORY
2012 – 2016 YTD (12/5/2016)

$594 $721 $1,319 $1,859 $1,049 

41

50

68

56

52

2012 2013 2014 2015 2016 YTD (12/5/16)

 Disclosed Funding ($M)  Deals

56
(Full-Year Projection)

$1,137
(Full-Year Projection)
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SMART MONEY MORE 

ACTIVE IN Q3’16 

Q3’16 was the 6th quarter 

in a row with 12+ deals 
with smart money VC 
backing, seeing $379M in 

funding across 19 deals 
involving smart money 
VCs; the most deals in a 

single quarter since 
Q2’14, and the 4th highest 
funding amount quarterly 

since Q1’12. 

www.cbinsights.com 26

CYBERSECURITY SMART MONEY QUARTERLY FINANCING HISTORY 
Q1’12 – Q3’16 

$
1

3
7

$
1

3
6

$
1

9
3

$
1

2
8

$
1

8
9

$
9

0

$
2

7
1

$
1

7
0

$
2

4
5

$
4

8
2

$
3

6
0

$
2

3
2

$
2

2
2

$
3

0
4

$
7

3
6

$
5

9
7

$
3

1
6

$
3

0
9

$
3

7
9

11

13

10

7

15

9

16

10

15

23

14

16

10

16
17

13
14 14

19

2012 2013 2014 2015 2016

  Disclosed Funding ($M)   Deals



#CBIcybersecurity

NEA ON TOP 

Since 2012, smart money 

VCs have co-invested 
several times including a 
deal to the unicorn Okta, 

a $75M Series F at a 
$1.2B valuation, with 
smart money VCs that 

participated in that round 
including: Sequoia 
Capital, Andreessen 

Horowitz, Khosla 
Ventures, and Greylock 
Partners.

www.cbinsights.com 27

CYBERSECURITY MOST ACTIVE SMART MONEY INVESTORS
2012 – 2016 YTD (12/5/2016)

Rank Investor Select Investments 

1 New Enterprise Associates
CloudFlare, Stormpath, ThreatQuotient 

2 Accel Partners
Tenable Network Security, Code42 Software, Lookout 

3 Bessemer Venture Partners
Auth0, Endgame, CloudLock 

4 Andreessen Horowitz
Okta, Lookout, Tanium, Illumio 

5 Kleiner Perkins Caufield & Byers
AlienVault, Endgame, Carbon Black 

6 Lightspeed Venture Partners
Zscaler, Bromium, enSilo 

7 Sequoia Capital
Okta, Carbon Black, MobileIron

8 Battery Ventures
GuardiCore, LightCyber, Agari Data 

9 Redpoint Ventures Pindrop Security, Duo Security, Lastline 

9 Khosla Ventures
Okta, Cylance, Lookout 

9 Greylock Partners
Okta, SkyHigh Networks, OpenDNS
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THE TOP 5 MOST 

ACTIVE SMART MONEY 
INVESTORS

Of the top 5 smart 

money investors in 
cybersecurity, a16z and 
Accel Partners have co-

invested the most

Co-investments between 
a16z and Accel Partners 
include: CoreOS, Lookout, 

Illumio, and Sookasa 

www.cbinsights.com 28For our full list of 24 smart money investors, please see this post.

https://www.cbinsights.com/blog/supply-chain-logistics-startup-smart-money-vc-funding/
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CROSSOVER PARTICIPATION
INVESTMENTS, ACTIVE CROSSOVERS
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Q3’16 MOST DEALS

The top two crossover 

investors in cybersecurity, 
ranked by unique 
investments since 2012 

include: Blackstone 
Group, and Goldman 
Sachs, respectively. 

www.cbinsights.com 30

CYBERSECURITY CROSSOVER QUARTERLY FINANCING HISTORY 
Q1’12 – Q3’16 
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CORPORATE PARTICIPATION
INVESTMENTS, ACTIVE CORPORATES
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CORPORATE FUNDING 

MARCHES UPWARD

Corporate and CVC 

participation in 
cybersecurity funding has 
risen in tandem with the 

industry as a whole.

This year, corporate 
participation is already at 
an all-time high, and at 

the current run-rate 
dollars will rise to roughly 
$1.6B, across 100 deals. 

www.cbinsights.com 32

CYBERSECURITY ANNUAL CORPORATE FINANCING HISTORY 
2012 – 2016 YTD (12/5/2016)

$287 $450 $713 $1,167 $1,528 

28

37

59

69

93

2012 2013 2014 2015 2016 YTD (12/5/16)

 Disclosed Funding ($M)

100
(Full-Year Projection)

$1,646
(Full-Year Projection)



#CBIcybersecurity

RECENT GROWTH IN 

CORPORATE ACTIVITY

Activity began to ramp up 

early in 2016, and as of 
Q3’16 there have been 2 
quarters straight of 30+ 

deals. 
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CYBERSECURITY QUARTERLY CORPORATE FINANCING HISTORY 
Q1’12 – Q3’16
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CORPORATE FUNDING 

TRENDS SERIES A & B

Corporate and CVC 

participation in 
cybersecurity funding has 
trended toward Series A 

and Series B deals over 
the last five years. 

www.cbinsights.com 34

CYBERSECURITY ANNUAL CORPORATE FINANCING HISTORY 

BY INVESTMENT STAGE  
2012 – 2016 YTD (12/5/2016)
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INTEL CAPITAL ON TOP 

Intel Capital’s biggest 

2016 cybersecurity bets 
include: CoreOS ($28M 
Series B), Delta ID ($9M 

Series B), and Bromium 
($40M Series D) 

Google Venture’s biggest 
2016 cybersecurity bets 

include: Pindrop Security 
($75M Series C) , Ionic 
Security ($5M Series D), 

and Anomali ($30M 
Series C) 

www.cbinsights.com 35

CYBERSECURITY MOST ACTIVE CORPORATE INVESTORS
2012 – 2016 YTD (12/5/2016) 

Rank Investor Select Investments 

1
Intel Capital Bromium, Vectra Networks, HyTrust

2
Google Ventures Anomali, Duo Security, Shape Security 

3
In-Q-Tel Cylance, RedSeal Networks, Veracode

4
Qualcomm Ventures CloudFlare, Lookout, Workspot

5
Citi Ventures Cylance, illusive networks, Pindrop Security

6
Cisco Investments Flashpoint, HyTrust, eSentire 
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CORPORATES TARGET 

ENTERPRISE SECURITY 

Cisco Systems, Oracle, 

and IBM are among the 
tech corporates on the 
prowl for cybersecurity 

companies.

CloudLock and Palerra 
offer cloud-security. 

Resilient Systems offers 
incident response 

management 

www.cbinsights.com 36

CYBERSECURITY SELECT CORPORATE ACQUISITIONS 
Q1’16 – Q4’16
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IBM WATSON FOR CYBER SECURITY BETA 
PROGRAM LAUNCHES WITH 40 CLIENTS 
GLOBALLY
6/12/2016

CORPORATE MOVES IN CYBERSECURITY: 

www.cbinsights.com 37

VMWARE BETS ON HYPER-CONVERGED DATA 

CENTERS FOR FUTURE GROWTH

12/12/2016
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EXIT TRENDS 
M&A/ IPOs, TOP EXITS 

www.cbinsights.com 38
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FEW PUBLIC OFFERINGS 

IPOs since 2012 have 

been under 5 annually —
with 2012 and 2014 tied 
for the most IPOs.

In total, 14 VC-backed 

cybersecurity startups 
have gone public in the 
last five years, and 170+ 

have been the targets of 
M&A since 2012.

www.cbinsights.com 39

CYBERSECURITY ANNUAL VC-BACKED M&A/ IPO ACTIVITY
2012 – 2016 YTD (12/5/2016) 
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CYBER ACQUIRING CYBER

Of the nearly 40 VC-

backed cybersecurity 
companies acquired in 
2016, over half (53%) 

were absorbed by another 
cybersecurity company.

Blue Coat Systems (acq. 
by Symantec for $4.65B), 

is the highest-valued 
acquisition since 2012.

www.cbinsights.com 40

CYBERSECURITY ACQUISITIONS TIMELINE 
Q1’16 – Q4’16 QTD (11/21/2016) 
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6/10 AT $100M+

Ping Identity, was 

acquired this year by 
Vista Equity Partners; 
after raising $140M  

www.cbinsights.com 41

CYBERSECURITY MOST WELL-FUNDED VC BACKED 

COMPANIES BEFORE EXIT 
2012 – 2016 YTD (12/5/2016) 

Rank Company Total Disclosed Funding
($M)

Date Of Exit 

1 AVG Technologies $435 2/2/2012

2 AirWatch $225 2/24/2014

3 BeyondTrust $195 9/2/2014

4 MobileIron $156 6/12/2014

5 Ping Identity $140 6/1/2016

6 Perimeter eSecurity $104 6/4/2013

7 Rapid7 $89 7/17/2015

8 Proofpoint $86 4/22/2012

9 FireEye $85 9/20/2013

9 Mformation $85 9/24/2012
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4/6 AT $1B+ 

The last year and a half 

has not seen a top 5 
cybersecurity exit by 
valuation.

Two companies exited at 

a over $2B — Palo Alto 
Networks leading the way 
with a $2.8B valuation at 

IPO in July 2012.

FireEye took second at 
$2.3B with an IPO in 
September 2013.

www.cbinsights.com 42

CYBERSECURITY TOP VC-BACKED EXITS BY VALUATION
2012 – 2016 YTD (12/5/2016) 

Rank Company Date Of Exit Valuation At Exit 

1
Palo Alto Networks 7/20/2012 $2.9B

2
FireEye 9/20/2013 $2.4B

3
AirWatch 2/24/2014 $1.5B

4
MANDIANT 12/31/2013 $1.1B

5
Barracuda Networks 11/6/2013 $900M

5
Trusteer 8/15/2013 $900M
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FORWARD LOOKING TRENDS 
ML AND AI RISING, COMPANIES TO WATCH 

www.cbinsights.com 43
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AI/ ML + CYBERSECURITY ON THE RISE 



#CBIcybersecurity

SKILLS SHORTAGE MEANS SALARIES SOAR AS 
US CITIES VIE FOR CYBERSECURITY TALENT

8/30/2016

TRENDS DRIVING AI + CYBERSECURITY IN THE NEWS

www.cbinsights.com 45
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COMPANIES TO WATCH (1/4):
ENTERPRISE ENDPOINT SECURITY  

www.cbinsights.com 46

Offers a real-time endpoint management solution 
that provides instant visibility into networked 
devices through natural language processing, to 
allow enterprises to collect data and update 
machines across networks.

Disclosed funding: $295.3M 

Select Investors: Nor-Cal Invest, Andreessen 
Horowitz, TPG Growth 

Applies AI algorithms to predict, identify and stop 
malware to protect endpoints and mitigate 
damages from zero-day attacks.

Disclosed funding: $177M

Select Investors: Khosla Ventures, In-Q-Tel, 
Blackstone Group 
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COMPANIES TO WATCH (2/4):
IDENTITY AND ACCESS MANAGEMENT 
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An integrated identity management and mobility 
management service to accelerate the secure 
adoption of cloud and mobile technologies.

Disclosed funding: $229.3M 

Select Investors: Andreessen Horowitz, Greylock 
Partners, Khosla Ventures 

A platform for authentication and authorization, 
for developers to implement identity solutions for 
web, mobile, applications, APIs and IoT devices.

Disclosed funding: $24M 

Select Investors: Bessemer Venture Partners, K9 
Ventures, SV Bank, Trinity Ventures
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COMPANIES TO WATCH (3/4):
CONNECTED HARDWARE CYBERSECURITY 
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Designed specifically for Industrial Internet 
networks to detect abnormal behavior by 
analyzing the operational behavior of networks.

Disclosed funding: $11M 

Select Investors: Swarth Group, Glilot Capital 
Partners, ff Venture Capital 

An automotive cybersecurity startup enabling car 
manufacturers to protect technologically 
advanced connected vehicles from attacks.

Disclosed funding: $30M 

Select Investors: Vertex Venture Capital, Magma 
Venture Partners 
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Cyence combines economic/risk modeling, cybersecurity 
and big data analytics to create an economic cyber risk 
modeling platform. 

COMPANIES TO WATCH (4/4): 
CYBER-INSURANCE 
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CYBER SECURITY STARTUPS FACE FUNDING 
DROUGHT

2/24/2016

BIG IDEAS TO TAKEAWAY: 
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Thank you, any questions? 
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